efe ( Less secure apps & your Google Account

Google will remove support for less secure apps starting May 30th 2022.

If your HP MFD has been configured to scan to email using a Google account that has less secure
apps enabled, scan to email may cease to function beyond this date.

You will need to enable 2-Step verification on your Google Account and create an App password.

1. Log into your Google account and enable 2 Step Verification

Google Account - Turn on 2-Step Verification

2. Once 2-Step Verification is enabled, you will now have an App Passwords option
Click on the option to create an App password

@ tHome Signing in to Google

r:_-;-l Personal info

& Db privacy — m
ﬁ Security -
Passward Last changed Jul 13,2015 >

23 People & sharing
2-Step Verification @ on >

FH Payments & subscriptions
App passwords None >
@ About

3. From the Select app drop down menu, select Other (Custom name)

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Select app Select device

Mail
Calendar
Contacts

YouTube

Other (Custom name)

4. Enter a name for the app password and select Generate

You don't have any app passwords.

Select the app and device you want to generate the app password for.

MFD scan to email

Generated app password

Sar app password for your device

RXHX SOGOX DSORX XK
5. Copy the new app password as you

H HH ’ . Go to the settings for your Google Account in
WI” need to enter It Into your MFD S securesally@gmail com the application or device you are trying te set
. . . up. Replace your password with the 16-
scan to email settings as per gwde on f— character password shown above.
Just like your normal password, this app
next page srrnenener password grants complete access to your

Google Account. You won't need to remember
it, 0 don't write it down or share it with
anyone.

DONE


https://support.google.com/accounts/answer/185839

HP

If you know your device IP address, enter it into a web browser on your computer to log into your device. If you
don’t know it, press the information button on the top right of your device screen. As shown below:

@ Reset  Signin

=l &l Bl B

Copy Print Scan to Email

From there, Click on “Ethernet” and this will show you the IP address of your device. See below

Information

{ Ethernet

Display Language

Primary Ethernet

Within this network, enter the host name or
Ethernet address into a web browser to accesg web cpntent for
this product. Enter the host name or|IP addrgss into a

Sleep Mode

3 HP Web Services network print driver to print.
Network: Connected
Host Name: NPI766A1F
IPv4 Address:
MAC Address: EB:D8:D1:76:6A:1
Bonjour Service HP Laserlet MFP £62655
Name: [766A1F]

You can also print this out by selection the printer Icon at the top of the page.



Enter the IP address into your web browser on your computer

& [&] A Not secure | https//10.0.15.174/hp/device/DeviceStatus/Index

BS BMSintranet f) WISE-c05791539 Ef# Microsoft Teams - L. [ Ticket Point

HP LaserJet MFP E62655

HP E626551D30965 10.0.15.174

Device Status Nauira Cratuc

Different browsers will display the message below slightly differently. In Chrome, you will need to click on
“Advanced”

A

Your connection is not private

Attackers mfight be trying to steal your information from 10.0.15.166 (for example,

passwords/messages, or credit cards). Learn more

MET:ERR_CEfT_AUTHORITY_INVALID

Q = get Chrome's highest level of security, turn on enhanced protection

(e

Then Click on Proceed

A

Your connectio

is not private

Attackers might be trying to steal your information from 10.0.15.166 (for example,

passwords, messages, gr credit cards). Learn more

NET:ERR_CERT_AUTHORITY JINVALID

Q To get Chronje’s highest level of security, turn on enhanced protection

Hide advanced

Back to safety

This server couldnot prove that it is 10.0.15.166; its security certificate is not trusted by
your computer'sfoperating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.0.15.166 {unsafe)

You will now need to “Sign In” to the device. If you don’t know the password, please ring EFEX for assistance

Welcome

HP LaserJet Flow MFP E52545
HP E525451D30520 10.0.15.166

Device Status Device Status
Configuration Page

Search by Keyword

Supplies Status Page

EventLogPage Sleep mode on
Usage Page
gePag Supplies
Device Information
Control Panel Snapshot Black Cartridge Document Feeder Kit
Order 87X (CF287X) 100%* Order BSL52A 100%*

Open Source Licenses
* Estimated levels. Actual levels may vary.
Supplies Details



Enter your device Password and click on “Sign In”.

\

Welcome

HP LaserJet MFP E62655
HP E626571D30965 10.0.15.174

Information

Search by Keyword

Sign In

Sign-In Method
Local Device ~

Local Device Afcount

Administratgr ~
Password
4 » .
Signin
Once signed in, click on “Scan/Digital Send”
HP LaserJet MFP E62655 User: Administrator
/ Search by Keyword =]

HP E626551D30965 10.0.15.174

Information  General Fax Supplies Troubleshooting Security

HP Web Services

Networking

Copy/Print

Scan/Digital Send

Device Status Device Status
Job Log
Configuration Page
Supplies Status Page Sleep mode on

Event Log Page

Supplies

Usage Page

Device Information Black Cartridge Maintenance Kit Document Feeder Kit
DfderWQOMM( 100%* rdEr‘HDU -J8J87A, 220V-J8)... 100%* ﬂrdErJSJBSA 100%*

* Estimated levels. Actual levels may vary.

Control Panel Snapshot
Remote Control-Panel

Print
Printable Reports and Pages
Open Source Licenses

Supplies Details

Media

Status

Input/Output Capacity

Tick the box next to your SMTP server, then click on “Edit”. NOTE: The example below is using a Gmail server.

/

HP'\LaserJet MFP E62655
6551030965 10.0.15.174

Fax

Information General Copy/Print  Scan/Digital Senr Supplies  Troubleshooting Security

=| Email Setup Email Setup > Default Job
Default Job Options
Quick Sets

+| 5can to Network Folder

Outgoing Email Servers (SMTP

+ Server Name Server Usage
Scan to SharePoint®
Send Email, Internet Fax, Automated Emails, AutoSend

smtp.gmail.cop 587

A A CZa

+| Scan to USB Drive
Contacts

Email and Scan to Network
Folder Duick Setun Wizards

Search by Keyword

HP Web Services

User: Administrator

=)

Networking




Using the example below ensure the SMTP server name and port are filled in and SSL/TLS is ticked. Then click on

“Next”

HP E62655 ID34365

Information

General

10.0.15.174

Scan/Digital Send Fax Supplies

Copy/®rint

Troubleshooting

User: Administrator
Search by Keyword (=]

HP Web Services Networking

Security

—| Email Setup
Default Job Options
Quick Sets
+| Scan to Network Folder
Scan to SharePoint®
+| Scan to USB Drive
Contacts

Email and Scan to Network
Folder Quick Setup Wizards

Digital Sending Software Setup

Outgoing Email

Set the basic information necessary to connectto

er Name * Port Humbes
ml.com ) B ser N

Host name oriPauaress Server port

Split emails if larger than (MB) *
0 (0-100.00)

The email will be split into multiple emails if larger than the specified size. If the value is 0 the e

Enable SMTP SSL/TLS Protecol

Validate certificates for outgoing server connections

sl will not be split.

o I o [ e

For Authentication, select “Server requires authentication” and enter the “User Name” and “Password” for the email

account. Then select “Finish”.

Information

General

HP LaserJet MFP E62655
HP E62655 ID30965

10.0.15.174

Scan/Digital Send Fax Supplies

Copy/Print

Troubleshooting

User: Administrator

Search by Keyword (=]

HP Web Services Networking

Security

—| Email Setup
Default Job Options
Quick Sets
+| Scan to Network Folder
Scan to SharePoint®
+| 5can to USB Drive
Contacts

Email and Scan to Network
Folder Quick Setup Wizards

Digital Sending Software Setup

Outgoing Email Servers (SMTP)

Server Authentication Requirements

Server does not require authentication
@ Server requires authentication

Always use these credentials w

User Name: * Password: *

efextestwoll@gmail.com
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